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Sincerely, 

 

 

 

Thomas Lynch 

 

cc: Best Copy and Printing, Inc. via email to fcc@bcpiweb.com 
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Statement Acctlmp"nying CPNI Certificate
EIJ Docket No. 06-36

CMOLS, LLC (the "Company") does not use, di sclose or permit lIeeess to Customer Proprietary
Network Information CCPNI") except as permitted or requ}red by law pursuant to 47 U.S.C. §
??7. The safeguards set forth in Sections I and J below 'L1" [uHowec) by the Company, and, to the
extent that the Company finds it necessary to use, disclose or permit access to CPNI, the
operating procedures .in Sections A-H below are observed.

A. Definitions. The terms uscd in this Statement have the same meaning as set forth in 47
C.P.R. §64.2003.

B. Use of CPNr. It is the. Company's policy thllt the Company may''''', "'isclose, or permit
access to CrNI for the purpose of providing or marketing service offerings among the categorics
of service (i.e., local, interexchange, and interconnected VOIP) to which the e"stomer already
subscribes from the Company, without customer approval.

To the extent that the Cumpany provides diffcrent categories of service, and a customer
subscribes to more than one category of scrvice offered by the Company. the Company may
share CPNI among the Complmy's affili"t"rl entities that provide a service offering to the
customcr. However. to the extent that the Company provides different categories of service, but
a customer does not subscribe to more than one offering, the Company does not share CPNI with
its afflliates, exccpt by followmg the .requirement.s described herein.

The Company does not usc, disclose, or permit access tu erNI tu market to a customer any
service offerings tbat are within a category of service to which the subscriber does not already
subscribe from the Company, unless the Company has customer "ppmv"l to do so. The
Company does not use, disclose or permit access to CrNI to identify o.r track customers that call
competing service providers.

Notwithstanding the forgoing, it is the Company's policy that the Company may use, disclose, or
permit access to CPNI to protect the rights or property of the Company, or to protect USCf8 of
those services and other carriers from fraudulent, abusive, or unlawfUl use of, or subscription to,
such services.

C. Customer Approvals.

It is the Company's poliey that tbe Company may obtain approval through written, oral or
electronic methods. The ('[\mp"ny acknowledges that it bears the burden of demonstrating that
any oral approvals have been given in compliance with the Commission's rules. The Company
honors all approvals or disapprovals to use, disclose, or permit access to a custumer's CPNI until
t.hc eust.omerrevokes or limits such approval or disapproval. The Company maintains records of
approval, regardless of the form of such approval, for at least one year.

Opt-Out and Opt-In Approval Processes. 11: is the Company's policy that it may, subject to opt
out approval or opt-in approval, usc its customer's individua)ly identifiable CPNI for the purpose
of marketing communications-related se.rviccs to that customer. It .is the Company's policy that it
may, subject to opt-out approval or opt-in approval, disclose its customer's individually
identifiable CPNI, for the purpo'c of marketing o,;ullllllull!<;atiuns-related servIces 10 that
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eusto.mer, to its agents and its affiliates that provide communication,-r..l"ted services; and its
joint venture partners and independent contractors who do the same_ It is the Company's policy
that it may al~o permit such persons or entities to obtain access to such ePNI for such purpose~.

Except ,,~ pwvill.eu herein, or as otherwise prOVided in Section 222 of the Communications Act
of 1934, as amended, the Company only uses, discloses, or pennits access to its customers'
individually iMntifi"blc CPNI svbject to opt-in approvaL

O. Notice Required For Use Of Customer Proprietary Network Information. It is the
Company's policy that prior to any solicitation for customer approval, notification is provided to
the custOmer of the customer's right to restrict use of, disclosure of, and access to that customer's
CPNI. The Comp~ny maint~ins &udl rl;l,;urus of notiflcation, whether oral, written or electronic,
for at least one year. It is the Company's policy that individual notice to customers is provided
when soliciting approval to use. disclose, or p,mnit ace-e" to customers' CPNL

E. Notice Content Requirement!;;, Company notices must comply with the following
requirements:

1. Notices must provide 3ufficicnt information to ",,,,,hie:: !he customer to make an informed
decision as to whether to permit the Company to use, disclose, or permit access to, the customer's
CPNI.

2. Notices must state that the customer has a right, and the Company has a duty, under federal
I"w, Lu protect the confidentiality of CPNI.

3. Notices must specify the types of infonnntion that constitute CPNI and the ~p~"ifil,; entities
that will receive the ePNI, describe the purposes for which CPNl wi.Jl be used, and inform the
customer of his or her right to disapprove those uses. and deny or withdraw acce" to ePN! or
any time.

4. Noticc5 mU5t. advi&e tIle ",,,L,)J/I~r uf the preci.se steps \he customer must tak.e in order to grant
Or deny access to CPNI, and must clearly state that a denial of approval will not affect the
provision of any services Lo whkh the nlSlomer subscribes.

5. Notices must be comprehensible and must not be misleadipg.

6. To the extent that written Notices are provided, the Notices are clearly legible, use sufficiently
large type, and ore placed in an area so as to be readily appmeuLLu a ,,",tumer.

7. If any portion of a Notice is translated .into another lang""!!,,. th"n ~ll portions of tbe Notice
must be translated into that language.

8. The Notice may state that the customer's approval to usc CPNI may enhance the Company's
ability to offer products and services tailored to the customer's needs. The Notice may also state
that the. Company may be compelled to discloM CPNI t.o nny pCr30n upon affinmltive wr.illcn
request by the customer.

9. Noti.ces may not include in the notification any statement attempting to encourage a cust.omer
to freeze third-pa.rty access to CPNI.
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ID. Notices must state that any approval. ()f cl,m;"l of approv.l for the use of CPNI outside of the
service to which the customer already subscribes from the Company is valid until the customer
affirmatively revokes or limits such approval or denial.

11. The Company's solicitation for approval must be proximate to the Notice of a customer's
CPNI rights.

F. Opt-Out Notice Requirements. It is the Company', policy th.t Notice, to obtain Opt-Ollt
approval be given only through electronic or written methods, and not by oral communication
(execpt as provided with respect to one-time use of CPNI below).

The contents of any such notification must comply with the Notice Content Requirements
rl"sc.ribed above.

Jt is the Company's policy to wait a 3D-dav m.inimum period of time aft"r eiving cus!ol:ners
notice and an opportunity to opt-out before assuming customer approval to use, disclose, or
permit access to CPNL This 30-day minimum pcriod is calculated as follows: (l) In the case of
an electronic fornl uf llutifkatiol1, the waiting period shaH begin to run from the date on which
the Notice was sent; and (2) In the case of Notice by mail, the waiting period shall begin to run
on the th.ird day following the (I;,t" that the notification was mailed. It .is the Company's policy
to notify customers as to the applicable waiting period for a response before approval is assumed.

bor those instances in which the Company uses the opt-oui mechanism, the Company provides
notices to applicable customers every two years.

For those instances in which the Company uses e-mail to provide opt·out notices, the Company
follows the additional requirements in arldhinn to the requirements generally applicable to
notification:

(l) The Company mu~t abtam express, verifiable, prior approval from consumers to send notices
via e-mail regarding their service in general, or CPNr in particular;

(2) The Company must allow customerS to reply directly to c-mails conta.ining CPNI notices in
order to opt-out;

(3) Opt-out e·mail notices that are returned to the Company as undeliverable must be sent to the
CU,Ll!lll~r iu ~nuth",r form before the Company considers the customer to have received nOliee~

(4) Th" sl1bjc.ct line. of the message mllst clearly and accurately identify thc subject matter of the
e-mail: and

(5) The Company makes available to every customer a method to opt-ollt that is of no additional
cost to the customer and that is available 24 hours a day, Seven days a week.

G. Opt-In Notice Requirements. It is the Company's policv that N"tices to obtain "pt-in
approval be given though oral, written, or electronic methods, The contents of any Sl1ch
notification must comply with the Notice Content Requirements described above.
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H. One-Time Use of CPNI Notice Requirements. The r'nmpany may use oral notice to obtain
limited, one-time use of ePNI for inbound and outbO\lnd customer telephone contacts for the
duration of the call. The Company requires that the contents of any slich notification must
cUlUf-'ly with the Norlce Content Requirements described above, except that the Company may
omit any of thc following notice provisions if not rclevant to the limited use for which the
Company seekR C:PNT:

(1) The requirement that thc Company advise customers that if they have opted-out previously,
no actlOn is needed to maintain the opt"out elcetion;

(2) The requirement tha,l. th" OJJllpany advise customers that they ]Day share CPNI with their
affiliates or third-parties and need not name those cntities, if the lim.ited CPNI usage will not
rcsult in use by, or disclosure to, an affiliate or third-party;

(3) The requirement that the Company disclose thc means by which a customcr Can dcny or
wllhdraw future access to CPNI, sO long as explanation is given to customers that the scope of
the approval the Company seeks is limited to one-time use; and

(4) Thc Company may om.it disclosure of the precise steps a custom.er must takc in order to grant
or deny access to CPNT, as long as the Company d,,"dy communie.tes that the customcr Cun
dcny access to his CPNl [o.r the call.

I. Safeguards RequIred for the Use of t..:.l'NI. It is the policy of the Company to train its
personncl as to the circumstances under which CPNI may, and may not, be used or disclosed. In
,tilclit.ion". the. Company has established a written disciplinary p.["OCC'~"5 j,n iUiStmll,;C:~ where ,its
personnel do not comply with established policies. It is the Company's policy to require that a
rccord be maintained of its own and its affiliates' sales and marketing campaigns that me th"ir
customers' CPNI. The Company maintains a record of all instances where CPNI was disclosed
or provided to other third-parties, or where third-parties were allowcd to access such CPNL Thc
record includes a descriptioJl of ead., <.:ampaign, the spcclfie CPNI t.hat was used in the campaign,
and what products and services werc offered as a part of the .campaign. Such records are retained
for a minimum of one year.

The Company has established a mandatory supervisory review process regm:dinp; compl.iance
with CPNI rulcs for outbound marketing. Sales personnel must obtain supervisory approval of
any proposed outbound marketing request for customer approval. The Company's policics
require thllt records pertaining to such carrier COlllpJ.jdJl~e 0<': rt;lained for a minimum period of
one year.

In compliance with Section 64.2009(e), the Company will prepm-e a "compliance cert.ificate"
signed by an officer on an annual basis stating that the oftker has personal knowledge that the
Company has est.ablished operatmg procedures that are adequate to ensure compliance with 47
C.P.R. § 64.2001 et seq. The ccrtificate is to be accompanied by this statement and will be filed
in EB Docket No. 06-36 annu~lly On or before March I, for data pertaining to the f-'revjlJu~

calendar year. Thts filing will include an explanation of any actions taken against data brokers
and a summary of all eu~tomel' complaints received in the past year conccrning the unauthorized
releasc of CPNI.
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It .is the Company's pilliey to provide written notice to the R'C within fiv", business duys of any
instance where the opt-out mechanisms do not work properly, such that a consumer's inability to
opt-out is more than an anomaly. The written notice shall comply with 47 C.F.R. §64.2009(1}

.T. Safeguards on the Disdosure of CPNI. It is the Company's policy to take reasonable
measures 1:0 c1isr.'wer and protoct against altempl:3 to gain un1luthuJizec.l access 10 CPNI. 'rhc
Company wilI properly authenticate a ell8!omer prior to disclosing CPNI based On cvstomer
initiated telephone contact, online access, or .in-store visit. if applicable.

K. Notification of ePNI Security Breaches.

(1) It is the Company's policy to notify law enforcement of a breach in its customers' CPNI as
provided .in this seGtion. The Comp~ny will not notify its eustome," or disclose th" breach
publicly until it has completed the process of notifying law enforcement pvrsuant to paragraph
(2).

(2) As soon as practicable, and in no event later than seven (7) business days after reasonable
determination of the breach, the Company will eleclronically notify the United States Secret
Services (USSS) and the Federal Bureau of Investigatio,! (FBI) through a central reporting
facility.

(a) Notwithstanding state law to the contrary, the Company shall not notify customers or disclose
llIe urcach to the public umil 7 fUll business days have passed after notification to the USSS and
the FBI, except as provided in paragraphs (b) and (c).

(b) If the Company believes that there .is an extraordinarily urgent need to notify any class of
affected Gvstomers sooner than otherwiSG allowed under paragraph (a). in order to ~void

immediate and irreparable harm, it will so indicate in its notiti.cation and may procGcd to
immediately notify its affected customers only after consultation with the rdevant investigation
agency. The Comp'uly will cooperate with the relevant investigating agency's request to
minimize any adverse dfeGls of such GVSIOmer notification.

(c) If the relevant invcstigaling agency determines that pvblie disclosure or notice to cuslOmGr
would impede or compromise an ongoing or potential criminal inVGstigation or national securitv,
such agency may direct the carrier not to so disdosc or notify for an initial period of up 10 30
days. Swh period may be extended by the agGnGY as reasonably necessary in thc judgment of
the agency. If sueh direction is given, lho,agoncy shall nOlify the c•.uicr when it appears lhatl:he
pub! ic disclosure or notice to affecwd customers will no longer impede or comprom.isG a criminal
investigation or national security. The agency shan J'lmvin~ in writing ils initial direction to the
carrier, any svbsequent extension, and any notification that notice will no longer impede or
compromisG a Griminal investigalion or national security and such writings shall he
contemporaneously logged on thG same reporting facility that contains records of notification~

filed by thG Company.

(3) Cust.omer Notification. After the Company has notified law enforcement pursuant to
pru:agraph (2), it will noti.fy its customcrs of breach of those customers' CPNT.

(4) Recordkeep.ing. The Company win maintain a record, electronically or in some other
manner, of any breaches discovered, notifications mado to the USSS and th" FBI pUIsu,ml to
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paragraph (2), and notifications made to customers. The record wi.ll inclucl,\ if ~vailable, dates
of discovery and notification, a detailed description of the ePNI that was the subject of the. .
breach, and the circumstances of the breach. The Company will maintain the record for a
minimum of 2 years.


